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purposes of this paragraph (e) only, a
SAR shall include any suspicious activ-
ity report filed with FinCEN pursuant
to any regulation in this chapter.

(1) Prohibition on disclosures by
banks—(i) General rule. No bank, and no
director, officer, employee, or agent of
any bank, shall disclose a SAR or any
information that would reveal the ex-
istence of a SAR. Any bank, and any
director, officer, employee, or agent of
any bank that is subpoenaed or other-
wise requested to disclose a SAR or
any information that would reveal the
existence of a SAR, shall decline to
produce the SAR or such information,
citing this section and 31 U.S.C.
5318(2)(2)(A)({), and shall notify
FinCEN of any such request and the re-
sponse thereto.

(ii) Rwules of Construction. Provided
that no person involved in any reported
suspicious transaction is notified that
the transaction has been reported, this
paragraph (e)(1) shall not be construed
as prohibiting:

(A) The disclosure by a bank, or any
director, officer, employee, or agent of
a bank, of:

(I) A SAR, or any information that
would reveal the existence of a SAR, to
FinCEN or any Federal, State, or local
law enforcement agency, or any Fed-
eral regulatory authority that exam-
ines the bank for compliance with the
Bank Secrecy Act, or any State regu-
latory authority administering a State
law that requires the bank to comply
with the Bank Secrecy Act or other-
wise authorizes the State authority to
ensure that the bank complies with the
Bank Secrecy Act; or

(2) The underlying facts, trans-
actions, and documents upon which a
SAR is based, including but not limited
to, disclosures:

(1) To another financial institution,
or any director, officer, employee, or
agent of a financial institution, for the
preparation of a joint SAR; or

(i) In connection with certain em-
ployment references or termination no-
tices, to the full extent authorized in 31
U.S.C. 5318(2)(2)(B); or

(B) The sharing by a bank, or any di-
rector, officer, employee, or agent of
the bank, of a SAR, or any information
that would reveal the existence of a
SAR, within the bank’s corporate orga-

31 CFR Ch. X (7-1-11 Edition)

nizational structure for purposes con-
sistent with Title II of the Bank Se-
crecy Act as determined by regulation
or in guidance.

(2) Prohibition on disclosures by govern-
ment authorities. A Federal, State,
local, territorial, or Tribal government
authority, or any director, officer, em-
ployee, or agent of any of the fore-
going, shall not disclose a SAR, or any
information that would reveal the ex-
istence of a SAR, except as necessary
to fulfill official duties consistent with
Title II of the Bank Secrecy Act. For
purposes of this section, ‘‘official du-
ties”’ shall not include the disclosure of
a SAR, or any information that would
reveal the existence of a SAR, in re-
sponse to a request for disclosure of
non-public information or a request for
use in a private legal proceeding, in-
cluding a request pursuant to 31 CFR
1.11.

(f) Limitation on liability. A bank, and
any director, officer, employee, or
agent of any bank, that makes a vol-
untary disclosure of any possible viola-
tion of law or regulation to a govern-
ment agency or makes a disclosure
pursuant to this section or any other
authority, including a disclosure made
jointly with another institution, shall
be protected from liability to any per-
son for any such disclosure, or for fail-
ure to provide notice of such disclosure
to any person identified in the disclo-
sure, or both, to the full extent pro-
vided by 31 U.S.C. 5318(g)(3).

(g) Compliance. Banks shall be exam-
ined by FinCEN or its delegatees for
compliance with this section. Failure
to satisfy the requirements of this sec-
tion may be a violation of the Bank Se-
crecy Act and of this chapter. Such
failure may also violate provisions of
title 12 of the Code of Federal Regula-
tions.

[75 FR 65812, Oct. 26, 2010, as amended at 76
FR 10517, Feb. 25, 2011]

Subpart D—Records Required To
Be Maintained By Banks

§1020.400 General.

Banks are subject to the record-
keeping requirements set forth and
cross referenced in this subpart. Banks
should also refer to subpart D of part
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1010 of this chapter for recordkeeping
requirements contained in that subpart
which apply to banks.

§1020.410 Records to be made and re-
tained by banks.

(a) Each agent, agency, branch, or of-
fice located within the United States of
a bank is subject to the requirements
of this paragraph (a) with respect to a
funds transfer in the amount of $3,000
or more, and is required to retain ei-
ther the original or a microfilm or
other copy or reproduction of each of
the following:

(1) Recordkeeping requirements. (i) For
each payment order that it accepts as
an originator’s bank, a bank shall ob-
tain and retain either the original or a
microfilm, other copy, or electronic
record of the following information re-
lating to the payment order:

(A) The name and address of the
originator;

(B) The amount of the payment
order;

(C) The execution date of the pay-
ment order;

(D) Any payment instructions re-
ceived from the originator with the
payment order;

(E) The identity of the beneficiary’s
bank; and

(F) As many of the following items as
are received with the payment order:!

(I) The name and address of the bene-
ficiary;

(2) The account number of the bene-
ficiary; and

(3) Any other specific identifier of the
beneficiary.

(ii) For each payment order that it
accepts as an intermediary bank, a
bank shall retain either the original or
a microfilm, other copy, or electronic
record of the payment order.

(iii) For each payment order that it
accepts as a beneficiary’s bank, a bank
shall retain either the original or a
microfilm, other copy, or electronic
record of the payment order.

1For funds transfers effected through the
Federal Reserve’s Fedwire funds transfer
system, only one of the items is required to
be retained, if received with the payment
order, until such time as the bank that sends
the order to the Federal Reserve Bank com-
pletes its conversion to the expanded
Fedwire message format.
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(2) Originators other than established
customers. In the case of a payment
order from an originator that is not an
established customer, in addition to
obtaining and retaining the informa-
tion required in paragraph (a)(1)(i) of
this section:

(i) If the payment order is made in
person, prior to acceptance the origina-
tor’s bank shall verify the identity of
the person placing the payment order.
If it accepts the payment order, the
originator’s bank shall obtain and re-
tain a record of the name and address,
the type of identification reviewed, the
number of the identification document
(e.g., driver’s license), as well as a
record of the person’s taxpayer identi-
fication number (e.g., social security or
employer identification number) or, if
none, alien identification number or
passport number and country of
issuance, or a notation in the record of
the lack thereof. If the originator’s
bank has knowledge that the person
placing the payment order is not the
originator, the originator’s bank shall
obtain and retain a record of the origi-
nator’s taxpayer identification number
(e.g., social security or employer iden-
tification number) or, if none, alien
identification number or passport num-
ber and country of issuance, if known
by the person placing the order, or a
notation in the record of the lack
thereof.

(ii) If the payment order accepted by
the originator’s bank is not made in
person, the originator’s bank shall ob-
tain and retain a record of name and
address of the person placing the pay-
ment order, as well as the person’s tax-
payer identification number (e.g., so-
cial security or employer identification
number) or, if none, alien identifica-
tion number or passport number and
country of issuance, or a notation in
the record of the lack thereof, and a
copy or record of the method of pay-
ment (e.g., check or credit card trans-
action) for the funds transfer. If the
originator’s bank has knowledge that
the person placing the payment order
is not the originator, the originator’s
bank shall obtain and retain a record
of the originator’s taxpayer identifica-
tion number (e.g., social security or
employer identification number) or, if
none, alien identification number or
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